MUHHCTEPCTBO HAVKU U BBICIIEI'O OBPA3OBAHUS POCCUMCKOU ®EJIEPALINU

OEJJEPAJIBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE VUPEXXJIEHUE
BBICHIEI'O OBPA3OBAHUNA

HaunoHaJbHBIN HCCIe0BATEILCKUH siiepHblil yHUBepcuTeT «MUDP W)
(HUAY MUDN)

YTBEPXKJIAIO

Ilepsb1ii mpopextop HUAY MUDU
///p O.B. Haropnos
24

«16» staBaps 2025 1.

OTBeTCTBEHHBIN CEKPETAPh
MPUEMHON KOMHCCUHU

@% B.1. CxpsITHBIH

«16» staBaps 2025 1.

HporpaMMa BCTYIIMTECJIBHOI'O UCIIBITAHUA

10 HaIPABJICHUIO IOATOTOBKU MarucTpoB
10.04.01 <UHO®POPMALMNOHHASA BE3OITACHOCTDb»

1o 00pa3oBaTeJIbHOU MpOorpamMmme
«be3onacHocTh HHPOPMALUOHHBIX CHCTEM))

(on-naiiH, coBmecTHO co Skillfactory)

®opma oOyueHus
OuHas

MockBa 2025



OBIIME ITOJIOKEHUA
[IporpaMma BCTYyNUTENBbHOTO UCTIBITAHUS C(HOPMHUPOBaHA HA OCHOBE (heepambHbIX

roCyaapCTBCHHBIX O6pa3OBaT€JII)HI>IX CTaHIapTOB BBICHICTO O6p3,30BaHHH.

(I)opMa NMPOBEACHUSI UCITBITAHUS

BcerynuTensHoe HCTIBITaHKE B MarucTpaTypy MpoOBOIUTCA B (popMe MHCHbMEHHOTO
9K3aMeHa. DK3aMEeH MPOBOJIUTCS C IIEJIbIO BBISIBJICHUS y aOUTypHeHTa 00beMa 3HaHUH,
HEOOXOIUMBIX ISl OOydeHHUsI B MarucTparype, a TakKe JUIS onpejesieHusl o0jacTu
HayYHBIX ¥ TPO(eCcCHOHATBHBIX HHTEPECOB, MOTUBOB MOCTYIUICHHUSI B MarucTparypy,
TOTOBHOCTH aOMTypHEHTa K BEJCHUIO aHAJUTUYECKOW ACATEIbHOCTH, HAIWYUSA U
HaIMpaBJICHHOCTH HCCIIEIOBATEIIbCKOM W/WUIM TMPOEKTHOM JEATEIbHOCTH, OIBITA

npodeccuoHanbHOM NEeSITeIbHOCTH (MIPY HATUYHH).

CTpyKTYypa BCTYNHMTEIbHOI0 MCIILITAHMS
BcerynuTenbHOE MUCTIBITAHUE COCTOUT U3 JIBYX YacTeH.

IlepBast yacTh — OLIEHKA MOTUBALMOHHOI'0 MUCHMA.

Bropast yacTh - 0oTBeTHI HA BONPOCHI OmJieTa. briieT cOCTOMT U3 3 BOMPOCOB.
[lepBbIit Bopoc BeIOWpAETCS U3 IEPEUHS OOIIUX BOMPOCOB, BTOPOM U TPETHI BOIIPOCHI
- U3 MePEYHs BOMPOCOB MPO(PMIBHON YaCTH MPOTPAMMBI BCTYITUTEIHLHOTO HCIIBITAaHUS.
Bo BpeMs npoBeneHUst SK3aMeHa SK3aMEHAIMOHHONW KOMHUCCHEW MOTYT OBITh 3aJaHbl

AOITIOJIHUTCIIbHBIC BOIIPOCHI.

OneHka HCNIBITAHUA:
OrneHka 3a BCTYNUTEIbHOE HCIBbITaHUE BhICTaBisieTcs 1o 100-0amipHOM mIKaie.

MuHuManbHBIA 0ais, HEOOXOAMMBIA ISl YCHEIIHOTO MPOXOXIACHUS SK3aMeHa U
JTaTbHENIIEr0 Y4acTUsl B KOHKYPCE, €KETOJJHO YCTAHABIMBACTCS MPUEMHOU KOMUCCUEN
HUAY MUODUH.

MakcumanbHOE 4YKCI0 OallJIOB, KOTOPOE MOXHO TOJYYUTh 3a MEPBYIO YaCTh
BCTYyNUTEIbHOTO cobecenoBanus — 50.

MaxkcuManabHOE YHUCIIO OalljIoB, KOTOPOE€ MOXKHO MOJIYYHUTh 3a BTOPYIO YacTb

BCTYIUTENbHOTO cobecenoBanus — S0.

KpnTepnn OLCHKH PE3YyJbTAaTOB BCTYINIUTECJIBbHOI0 HCIIBITAHUA:

KpnTeme OIlCHUBAHUA MOTUBAIIMOHHOTO MUCbMA



Kpurepuii

Bunawl pe3yabraToB

Onenka

MaxkcuMajbHOe
KO0JHYeCTBO
0aJ1710B 32
KpUTepui

ITonumanue OIIBITa
HCCIIEI0BATEIbCKOM /
IPOCKTHOMN JEATEILHOCTH B
OakanaBpuaTe /
CIIELUATTUTETE

CnocobeH 4eTko  chOpMYITUPOBATH
CYTh MCCIIEJIOBATEIBCKON MPOOIEeMBbI /
MPUKIAAHON 33aJaud M METOAOB HX
pElICHHUS.

8-10

QopMyIHpyeT 3aladd U METOAbl X
pelIeHUs, HUCTBITHIBACT 3aTPyAHEHUS
MIPU UX COOTHECEHUU

He cmocoben chopmynupoBaTh CyTh
3aJla4¥ U METOJIOB MX JOCTHKCHHUS

0-4

10

PeneBaHTHOCTE OXKMOAAHUMN
oT oOyueHus u
pe3yapTaToB, a  TaKXke
MOHUMaHUE  TPEAMETHOU
obOnactu

AOUTYpUEHT JEMOHCTPUPYET XOPOLIHA
YpOBEHb 3HAHUH O TMporpamMme H
[IOHMMaHUE MpeIMETHOW  00JacTu
POrpaMMBl, JIEMOHCTPUPYET
PCICBAHTHLBIC n IMpoAyYMaHHBIC
OXXHJaHHUS OT Pe3yIbTaThl 00yYCHHUSI.

8-10

AOUTYpUEHT YIOMHHAeT HEKOTOpbIC
PCICBAHTHBIC LCIW W OXHIAAHHA OT
POrpPaMMBI, HO HEJI0OCTaTOYHO
JeTaIN3UPOBAHO, a TaKKe
JI€MOHCTPHUPYET HE/I0CTaTOYHOE
ITOHMMAaHHE MTPeIMETHOM 00J1aCTH

S5-7

AOUTYpUEHT YINOMHUHAET HEKOTOphIe
HeIM ¥ TpeanojiaraéMble  IUIaHBI,
KOTOpBIE HE COOTHOCATCS c
coJiepyKaHueM POTPaMMBI u
peIMETHOM 001aCThIO

0-4

10

NuanBuayanbHOCTD
COYMHEHHUS, KOHKPETU3ALU
JeTajei

[lucekMo  comepKUT  KOHKPETHBIC
JIeTajid, OIKCHIBAIOIINAE MPEABIIYIIUN
OTBIT a0UTYPUEHTA M PACKPHIBAIOIINE
€ro MHANUBU1YaJIbHOCTD

11-15

[Tucemo COJIEPKUT OTJIENIbHbIE
(bparmMeHTsl, KOHKPETH3UPYIOLINE
MpebIAYIINN ONBIT a0UTypUEHTA

6-10

NunuBuayanbHbIe JIeTanu 00
abuTypueHTe MPaKTUYECKH HE
MpeACTaBICHBI HIIH SIBIISIIOTCS
KJIMITAPOBAHHBIMHU

0-5

15




Jloruka  wm  crpykrypa | [Ipencrasnen SICHBIH, 11-15
U3JI0)KEHUS, a TaKKe | CTPYKTYPUPOBAHHBIM ¥ JIOTMYHBII
opdorpadus, IyHKTyalust 1 | TEKCT. OTCyTCTBYIOT OIIMOKH.
rpaMmaTHKa TeKCTa OcHOBHBIE  HWJCH  BBIICICHBI U
PaCKpBITHL.
B TekcTe nrchMa B 11EJI0M OTCYTCTBYIOT 6-10
ommmOku. HaOironaroTcss HemodeTsl B
JIOTUKE U CTUJIE U3JI0KEHUS, CTPYKTYpE
TEKCTa,  3aTPyIHAIONIME YTEHUE H 15
MMOHMMAHHUE MTUChMA.
Hapymiena crpykrypa u3I0KeHHS, HE 0-5
SICHBI OCHOBHBIC MBICIIM  ITUChMA.
JlomyiieHHple  OMMOKM  MEMIAI0T
BOCIIPUSITHIO TEKCTA.
Bcero: 50
Kpurepuu onieHuBaHusi 0TBETOB HA BONPOCHI:
Kpurepnii Buanl pe3yiabTaToB . o
purep pesy OO0umii Bonpoc IIpodguibHBII BONIPOC
MakcumaJjibHOe MakcumasbHoe
KOJIMY€eCTBO KOJIU4€eCTBO
0aJ1JI0B 3a 0aJ1JI0B 32
Ounenka| kpurepuii |OuneHka| KpuTepui
[Tonnmanue [1oHOCTBIO PACKPBIBAET CYTh
BOIIpOCA U BOIPOCA, TA€T pa3BePHYTHINA U
MTOJIHOTA OTBETa [00OCHOBAHHBIA OTBET 8-13 6-8
HacTU4HO pacKpbIBacT CyTh
BOIIPOCA, OTBET COJEPKHUT 13 8
HETIOTHBIC U HEA0CTATOYHO
000CHOBaHHBIE CBEJICHUS 5-7 3-5
OTBeT HEIOJIHBIH, C OIIIHOKaMH,
OCHOBHBIE aCIIEKThI HE PACKPBITHI 0-4 0-2
Jloruka n OTBeT JTIOTUYEH, CTPYKTYPHPOBAH,
CTPYKTypa OCHOBHBIE UJIEH BBIJCIICHBI U
W3J105KEHUS MOCTIEI0BATEIIBHO U3TT0KEHBI 4-5 4-5
Jloruka oTBeTa HE BCEra ACHa, 5 5
CTPYKTypa HapylleHa 2-3 2-3
Jloruka oTCyTCTBYET, CTPYKTYpa
Xa0THYIHA 0-1 0-1
I'pamotHOCTH M1 |OTBET HaMUCaH TPaMOTHO, Oe3
SICHOCTD OImUOOK, TOHATEH U JIETKO
W3JI0KEHUS BOCIIPUHUMAETCSA 2 2




[TprCYTCTBYIOT HE3HAUNTEIIBHBIE
rpaMMaTHYeCKUE UITU
CTHJIMCTUYECKUE OIINOKHU 1 2 1 2

['pyObie ommOKu, 3aTpyTHSIOIINE
BOCIIPHSITHE 0 0

Bcero: 20 15

YACTD 1. MOTUBAIIMOHHOE ITUCbMO

JlanHO€ 3amaHWe CTaBHT Tepea COoOOW TJAaBHYIO II€7b - ITO3HAKOMHTBCS C
aOUTypUEHTOM, €ro ONBITOM, LEIIMH M OXUAAHUAMH OT NPOTpaMMbl. ITO
BO3MOXXHOCTh,  KOTOpas  fJaerca  aOWTypHEeHTy  T[OKa3aTb  OCO3HAHHYIO
3aMHTEPECOBAHHOCTh B 00YUEHHH Ha BbIOpAaHHOW Maructepckoil nporpamme. OTBET Ha
JaHHBIA BOMPOC TMO3BOJSET MPUEMHOM KOMHMCCHUU TOHSITH, HACKOJIBKO aOUTypHUEHT
rOTOB K YINIyOJIEHHOMY HpPO(ECCHOHATIBHOMY OOYYEHHIO, HAaCKOJBKO OCO3HAHHBIM
ABJIIETCS BBIOOP KOHKPETHOM NporpaMMbl M Kak OH BUIUT CBOIO JaJbHEHIIYIO

PO ECCHOHAEHYIO TPACKTOPHIO.

TpeOdoBaHusA K MOTMBALMOHHOMY ITUCHMY

MoTHUBalIMOHHOE MUCHMO JOJKHO COCTOSITh M3 CTPYKTYPHUPOBAHHOTO TEKCTa
oosemoMm ot 3000 mo 4500 3HakoB Oe3 yudera mpoOEIoB, B KOTOPOM COACPKUTCA
000CHOBaHHE BBIOOpa MarucTepckoil mporpaMmsel «bezonacHOCTs MH(DOPMAIMOHHBIX
CUCTEM.

MoTHUBalIMOHHOE MUCBMO JIOJKHO OBITh JIOTUYHO CTPYKTYPUPYPOBAHO, OTBETHI
apTyMEHTHPOBAHbI M HE COJIEPKaTh AyOinupoBanus nHpopmanuu. Ham BaKHO yBUIETH
M TOHATh Bally MOTHBAIMIO, OCO3HAHHOCTh Balllero BbIOOpa TMOCTYNaTh B
MarucTparypy, a elie UMeTh NPEeACTaBICHUE O MOTEHIIMAJIE BAILIErO Pa3BUTH B JAHHON
obnacTu.

MoTuBallMOHHOE TMHUCHMO JOJDKHO OTpakaTb OTBEThl Ha KaXIbl U3
HIDKETIEPEUHCICHHBIX Bompoc. [loapobHoe packphITHE KaXA0TO MyHKTA TOMOXET BaM
HaOpaTh MaKCUMAaNBbHBIN 0aJll 3a 3TO 3a/laHUE:

1. O6pa3zoBaTenbHBIN U TPO(PECCHOHATBEHBIN OKTpayH/I.



- YKaxxuTe, 10 KaKOMY HalpaBJICeHUIO OakanaBpuaTa/CrelMainuTeTa Bbl MOTyUUIIn
06a30Boe 0Opa3oBaHUE.
- OxapakTepu3yiTe MUCCIEA0BATENbCKYIO0 WM NPOEKTHYIO 3a7ady, pelIacMylo B
Balllei BBIMYCKHON KBaTM(UKAIIMOHHON padoTe.
- OnumuTe METO I, KOTOPHIE BbI HCIIOJIB30BAIU TIPU €€ PEIICHUH.
2. Bp160p Maructepckoi mporpaMMel.
- OOBsiCHHUTE, TOUYEMY BBl PEIIWIN MTOCTYNaTh IMEHHO Ha JAHHYIO POTPaMMy.
- Kakas nucuumimHa B mporpamme 3auHTepecoBaja Bac O0JIbIIEe BCETO U oYeMy?
- EcTh 11 y Bac onbIT B BBIOpaHHOM npodeccnoHanbHOU nesarenbHocTi? Ecnu na,
PACCKaKUTE O HEM.
3. KommneTeHIu 1 moAroToBIECHHOCTh K O0YUEHHUIO.
- Kakue 3HaHus, HaBbIKM W ONBIT (Y4eOHBIH W/UIU TPOPECCHOHATBHBIN)
MOMOT'YT BaM YCIIEIITHO OCBOUTH IIpOrpammy?
- B yem BBI BUUTE CBOIO KIIFOUEBYIO CHITY KaK OYyIyIEero CreruainucTa B 3TOU
oOnacTtu?
4. Bbe3onacHOCTh HH()OPMAITMOHHBIX CHCTEM: BBI30BBI U IIEPCIIEKTHUBHI.
- [Touemy BbI cunTaere HHOOPMAITMOHHYIO 0€30MaCHOCTh CTPATETHYECKU BAKHOMN
00J5acTpI0?
- Kakue kiroueBbie yrpo3sl M pUCKH, 110 BallleMy MHEHHUIO, CTOAT Tiepe]T UG POBHIM
00IIIECTBOM U OM3HECOM CEroaHs?
- Kakue 3amaun uinm uaen Bam ObUIO Obl MHTEPECHO peanu30BaTh B 0OJACTH
0e30MmacHOCTH MH(OPMALIMOHHBIX CUCTEM?
- Kakue BBI30BBI, CBSI3aHHBIE C TUKOW, MPABOM HMJIM TEXHOJIOTHSIMH, BBl BUJIUTE B
Oymyriem 3Toi obiactu?
5. Bynymias npodeccruonanbHas TpaeKTOPHUS.
- Kak BBI BUANTE CBOE pa3BUTHE MOCIIE OKOHYAHUS MarucTpaTyphl?
- Kakue HaBBIKM ¥ KOMIIETCHIIMM BaM HEOOXOJMMBI I JOCTHKEHUS KaphepHBIX
reneun?
- ChopmynupyiiTe uccaeqoBaTeNbCKyO WIHM MPUKIATHYIO 33]1a4y, KOTOPYIO BaM

OBLJI0 OBl HHTEPECHO PEITUTH B paMKax 0Oy4eHHs Ha MpOTpaMMe.



YACTD 2. OBIIUE U ITPOPUJBHBIE BOITPOCHI

Ilepeyennb 00LIUX BOIIPOCOB

1. KaxoBsl OCHOBHBIE NPUHIUIIBI 3aIUTHI uH(popManuu oT
HECaHKIIMOHUPOBAHHOTO A0cTymna? B yem 3akitodaercs Kakaplid U3 HUX?

2. Jlaiite omnpeneneHus UWACHTU(PUKAUU, ayTeHTU(QUKAUUW U aBTOPU3ALUU
MoJIb30BaTeNeil. YeM OTIMYatoTCsA 3TH MOHATUSMH, B KAKUX CIIy4asiX TPOUCXOIAT
JaHHbIE TPOLIECCHI?

3. KaxoBbl 0COOEHHOCTH CUMMETPUYHBIX U aCUMMETpUYHbBIX muppos? [Ipuseaure
IPUMEPBI ITUX COCOOOB MHU(PPOBAHUSI.

4. Yrto Takoe KOMIIbIOTEPHBIN BUPYC, KAKHE BUJIbI BUPYCOB CYIIECTBYIOT?

5. [aiiTe ompeneneHue MOHATUIO «TEXHUYECKUW KaHAJ YTEUYKH WHGOOpMALUW.
Ha3o0BuTE OCHOBHBIE BUbI TEXHUYECKUX KAHAJIOB.

6. Packpoiite oOcHOBHBbIE 0OCOOCHHOCTH U3BECTHBIX BaM METO/IOB ayTEHTHU(PUKAIIUY C
HCIIOJIb30BAHUEM  WHJMBHIYAIbHBIX  (DPU3HOJOTHUYECKHX  XapaKTEPUCTHUK
I10JIb30BATEIIECH.

/. KakoBbl, Ha Baml B3IJSJ, JOJKHBI ObITh OCHOBHBIE IpaBujia padOTHI ¢
KOMITBIOTEPOM, TPEIYIPEKIAOIINE BOZMOXKHOE 3apAKEHHUE €r0 BUpycaMu?

8. KakoBbl OCHOBHBIE MEXaHHU3Mbl BHEIPEHUS KOMIIBIOTEPHBIX BHUPYCOB B
MOpakaemyro CUCTEMY?

9. YUro mpexacraBisieT U3 ceOsl aNrOpUTM BJIEKTPOHHOW MOANUCU W JJSl 4YEro
MIpUMEHsIETCA?

10. Yto Takoe pacnpeeneHHas aTaka THIa «oTka3 B oociayxuBanum» (DDoS)?

Ilepeyens NpoPpuIbLHBIX BONPOCOB

1. Kakue BaM Wu3BECTHBI MOAXOABI K KiIaccHu(pUKAIMU yrpo3 0€30MacHOCTH
uHpopmaruu? OnUmmTe uX.
2. CpaBHMTE  pa3iWyHble  HW3BECTHBIE  BaM  MOJEIM  3alIUTHl  OT

HECAaHKIIMOHUPOBAHHOTO J0CTYyNa K HH(pOpMAaIIH.



3. IlpuBenurte npuMepbl U3BECTHBIX BaM CUCTEM ayTEHTHU(PUKALIMH, OCTPOCHHBIX
M0 MPHUHIMUITY «I0JIb30BaTeNb UMeeT». KakoBel MpeumyliecTBa U HEAOCTAaTKU
METOJIOB ayTeHTH(HKAIIMK TMOJIb30BAaTECH IIACTUKOBBIX KapT, UIMPOKO
UCIIOJIb3yEeMbIX B OaHKOBCKOM cepe?

4. KakoBbl OCHOBHBIE XapaKTEPUCTUKH YCTPOMCTB ayTeHTH(pukauuu? CpaBHUTE
U3BECTHBIC BaM YCTPOUCTBA MO KAXKJIOM U3 3TUX XapaKTEPUCTHUK.

5. OxapakTepu3yHWTe OCHOBHBIE METOJIbl IOBBIIIEHUS CTOWKOCTH MapOJIbHBIX
CUCTEM ayTeHTHU(HKAIMH MO0JIb30BaTENIeH aBTOMAaTU3UPOBAHHBIX CUCTEM.

6. OxapakrepusyiiTe OCHOBHbIE (a3bl, B KOTOPBIX MOXET CYIIECTBOBAThH
KOMITBIOTEPHBIN BUPYC.

7. Kakue metonpl pacnpezesieHusi KIouell B KpUNTOrpapHUUecKUX CUCTEMax C
00JIBIIMM YKCIIOM a0OHEHTOB BbI 3HaeTe? ONUIINTE UX.

8. OxapakTepu3yiTe U3BECTHBIE BaM OCHOBHBIC KJIACCHI aHTUBUPYCHBIX TPOTPAMM.
B yem cMbICT KOMITJIEKCHOTO MPUMEHEHUSI HECKOJIBKUX MPOrpaMm?

9. Onummre METOBI CUTHATYPHOTO aHAIN3a IS BBISIBIICHUS] BUPYCOB.

10.OnumuTe METOBI HIBPUCTUYECKOTO aHATN3a IS BBISIBJICHHUS BHPYCOB.

11.C dyem, mo BameMy MHEHHIO, CBs3aHa HEOOXOIUMOCTb OpPraHU3AI[MOHHO-
MPaBOBOT0 00ECIIEYEHUs 3aUThl THPOPMALIK?

12 .N3noxwuTte kpaTtko ocHoBHOE coaepxkanue nesareasHoctd PCTIK u @Ch Poccun
B 00actu obecrnieueHus UHPOpMaIMOHHON 0€30MaCHOCTH.

13.00bscHUTE, TIOYEMY BAXKHBIMH TpPEOOBAHMSIMH, TPEABABIAEMBIMH K
KPUITOCUCTEMAM, SBIIAIOTCS HAJUYME OYEHb OOJBIIOrO 4YHCiIa BO3MOXKHBIX
KJIIOUEW U paBHAsl BEPOSITHOCTh UX T€HEpaLlUu.

14 .TlpuBenute Ki1accUu(PUKAIIUIO UCTOYHUKOB YTEUKH HH()OPMAITUH 110 TEXHUYECKUM
KaHaJaMm.

15.0xapakrepu3yiiTe OCHOBHBIE CHOCOOBI MPEJOTBPAILICHUS YTEUKH HMH(OpMAIUU
M0 TEXHUYECKUM KaHaJlaM.

16.0numuTe cucreMy OpraHoB TOCYJapCTBEHHOrO YympaBiieHus Poccuiickoi
@denepalivii, OCYIIECTBISIIOUIMX YIPABICHUE U KOOPAUHAIMIO JESTEIBHOCTH B
obmactu  3amuThl  uWHGMOpMaruu W obecnedeHUss  UHGOPMAIMOHHOMN

0€30IacHOCTH.



17.1lpuBenute  Haubosiee  pacnpoOCTPAHEHHYIO Ha  CErOJHSIIHMM  JI€Hb
KJacCU(pUKALMIO CpPeACTB 3amuThl MHpopManuu. KakoBbl, Ha Baml B3I,
MPEUMYIIECTBA U HEJJOCTATKU MPOTPAMMHBIX, alllapaTHBIX U OPraHU3aI[MOHHBIX
CPEICTB 3alMThl HHPOpMau?

18.Yto Takoe menenanpasieHHble ataku? [IpuBeauTe mpuMepsl.

19.YT0 Takoe BUpTyaJIbHbIE 3AIIUIICHHbIC KaHAJIbI CBA3H?

20.0nummre NperMyIecTBa U HeIOCTATKH MCIIOIb30BaHHSI MEHEDKEPOB MapoJIeH.

21.Kakue ys3BUMOCTH HHPOpMAIIMOHHBIX cucteM uiH 1O Bbl 3HaeTe?



